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Configuration Note Notices

Notice

This document describes how to use the AudioCodes BootP / TFTP Server utility.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee the accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be viewed by registered customers at
http://www.audiocodes.com/downloads.

© Copyright 2012 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: May-23-2012

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?3, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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1 Introduction

This document describes the AudioCodes proprietary BootP / TFTP Server utility (hereafter
referred to as utility).

The utility is comprised of two functionalities:
B Bootstrap Protocol (BootP):

e  Assigns the device networking parameters (such as IP address, subnet mask,
and default gateway).

e  Provides the device with the TFTP server's IP address (and the ini and cmp file
names) from where the device can load these files via TFTP.

B Trivial File Transfer Protocol (TFTP): The TFTP server functionality allows you to
load the device with the following files from a TFTP server:

e  Firmware file (*. cmp) for upgrading the device
e  Configuration file (*.ini file) for modifying the device's configuration settings
e Auxiliary files (such as Call Progress Tones / CPT)

When the device powers up (or is physically reset), it broadcasts a BootRequest message
on the network (no BootP message is sent when the device is reset from the Web
interface). A BootP server on the network receives this message and generates a
BootReply if the device is successfully identified (according to its MAC address). The
BootReply indicates the networking parameters that must be used by the device and
optionally, specifies the ini and cmp file names and IP address of the TFTP server (from
where these files must be loaded).

Therefore, the utility can be used for initializing the device, by providing it initial networking
parameters. However, the utility is also useful for restoring connectivity to the device if lost.
This loss of connectivity can be due to, for example, any of the following reasons:

B Software upgrade failure (when done through the Web interface)

B [P address is no longer known and the device obtains a new IP address from the
BootP

B The Web interface has been inadvertently disabled

The Web interface's password is no longer known
B The device has encountered a fault that cannot be recovered using the Web interface

Notes:
o This document applies to the MP-1xx (MP-11x and MP-124),
Mediant 600, Mediant 1000, Mediant 2000, and Mediant 3000.

o BootP is only applicable to Mediant 800 MSBG and Mediant 1000 MSBG
for recovering these devices from "rescue" mode.

Version 1.0 7 May 2012
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The steps for configuring and using the utility are summarized in the flowchart below:
Figure 1-1: Flowchart for using the BootP / TFTP Server Utility

(

N—r

Installing AcBootP

Defining AcBootP
Preferences

e Defining AcBootP
Clients

Resetting Device to
Initiate AcBootP
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2 Installing AcBootP Utility

The AcBootP utility can be installed on the following Windows™ operating systems (OS):
B Windows NT

H  Windows 2000

B Windows XP

B Windows Vista and Windows 7 (32-bit and 64-bit)

Note: The BootP / TFTP utility cannot be installed on other operating system, such
as Linux.

» To install the utility on a computer:

1. Download the utility's installation file from AudioCodes Web site:
a. Browse to http://www.audiocodes.com/downloads and then login as a registered
customer.
Use the available drop-down boxes to search for the required software files.

Click the AcBootP Installer.msi link, select the 'l accept' check box, click
DOWNLOAD, and then save the file to a folder on your computer.

Note: You must be a registered customer with login credentials to download this file
from the Web site.

2. Click Run to start the installation wizard (as shown below).
Figure 2-1: BootP/TFTP Utility Installation Wizard

Open File - Security Warning ﬁ

The publisher could not be venfied. Are you sure you want to run this
software?

-

_-El Mame: '\10.8.4.59\AcBootp\AcBootp Installer.msi
57 Publisher Unknown Publisher

Type: Windows Installer Package

From: \\10.8.4.59\AcBootp\AcBootp Installer.msi

= This file does not have a valid digital signature that verifies its publisher.
@ You should only run software from publishers you trust How can |
- decide what software to run?
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The following screen appears.
Figure 2-2: AcBootP Setup Wizard

[ ﬁ AcBootP

Welcome to the AcBootP Setup Wizard

The installer will guide you through the steps required to install AcBootP on your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may resultin severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

3. Click Next; the Select Installation Folder screen appears.

Figure 2-3: Select Installation Folder

ﬁAcBootP I'Z' L é

Select Installation Folder

The installer will install AcBootP to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

CAProgram Files\AudioCodes Ltd\AcBootF Browse...

Install AcBootP for yourself, or for anyone who uses this computer:

(") Everyone

(@) Justme

Cancel l l < Back l [ MNext =
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4. Click Next; the Confirm Installation screen appears.

Figure 2-4: Confirm Installation

ﬁ AcBootP —

Confirm Installation

S

s

The installer is ready to install AcBootP on your computer.

Click "Next" to startthe installation.

| cancel || <Back | [ New>

5. Click Next; the Installing AcBootP screen appears.

Figure 2-5: Installing AcBootP

ﬁ AcBootP —

Installing AcBootP

AcBootP is being installed.

Please wait...
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6. When the progress bar is displayed and the installation has completed, click Next; the
Installation Complete screen appears.

Figure 2-6: Installation Complete

[ ﬁ AcBootP

el

Installation Complete

AcBootP has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the NET Framework.

_,-‘l

7. Click Close.

Configuration Note
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3

3.1

Defining AcBootP Settings

This section provides step-by-step procedures on how to define the AcBootP utility
settings.

Defining Preferences

The first stage is to define AcBootP preferences. The Preferences include settings for your
BootP server and TFTP server.

» To define AcBootP preferences:

1. Start the AcBootP application.

2. Click the Preferences tab. (When the screen is docked, the tabs appear on the
bottom left side of the screen; when the screen is in ‘Hide’ mode, the tabs appear on
the upper left side of the screen.)

Figure 3-1: Preferences Screen

Preferences a

TFTP Directory: | RENNII et -
BootP File Mask: *.cmp

INI File Mask: ~ini

Timeout (miliseconds): 5000

Max Retransmissions: 30

Default Network Information for New Client:

Network Interface: Local Area Connection -
Server IP: nm . 13 . 2 . 18
Default Gateway: o . 13 . 0 . 1
Subnet Mask: 285 . 285 . 0 . O

Reset Devices in Version Range:
Mote: Enter the version in xy format {e.g., 6.2)
From Version: 56

To Version: 66

Apply

% Client Configuration | Preferences ]
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3. Define TFTP preferences on the Preferences pane:

e Directory: Specifies the folder that contains the files for the TFTP utility to
manage (cmp, ini, Call Progress Tones, etc.).

e BootP File Mask: Specifies the file extension used by the TFTP utility for the
boot file that is included in the BootReply message. This is the file that contains
the device's software, i.e., cmp.

e INI File Mask: Specifies the file extension used by the TFTP utility for the
configuration file that is included in the BootReply message. This is the file that
contains device's configuration parameters, i.e., ini.

e Timeout: Specifies the number of seconds that the TFTP utility waits before
retransmitting TFTP messages. The default value is 5000 (ms).

e Max Retransmissions: Specifies the number of times that the TFTP utility tries
to resend messages after timeout. This can be left at the default value of 30.

Note: When upgrading the device between major software releases (e.g., from 6.0
to 6.2), it is recommended to set the maximum retransmissions to 20.

e Default Network Information For New Client: Displays the default network
interface. If more than one Network Interface Controller (NIC) is present, select
the default values for the Client Configuration form:

¢ Server IP
¢ Default Gateway
¢+ Network Mask
e Recent Versions Range: Insert the following fields in the appropriate format:
¢ From Version
¢ To Version

The BootP application sends a reset to the devices that are loaded within the
range of ‘From Version' to ‘To Version'. The default version values are 5.6 and
6.6. This range can be changed according to existing and future versions on the
devices.

Note: Insert the Version in number in x.x format (e.g., 6.2).

4. Click Apply; the preferences have been configured.
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Configuration Note 3. Defining AcBootP Settings

3.2  Defining Clients

This section describes how to configure BootP / TFTP clients. The clients are the
AudioCodes devices that you want to configure with BootP / TFTP, and are defined by their
MAC address.

> To add aclient:

1. Click the Client Configuration tab. (When the screen is docked, the tabs appear on
the bottom left side of the screen; when the screen is in ‘Hide’ mode, the tabs appear
on the upper left side of the screen.); the 'Client Configuration’ appears.

2. The Client Configuration form on the upper part of the screen displays the clients
that the BootP serves.

3. Click Add New Client and enter the following:

e Client MAC: Defines the Ethernet MAC address of the device. The MAC address
of the device is printed on a label located on the device hardware. BootP uses the
MAC address to identify the device. Select the check box to the right of this field
to enable this client in the BootP (if the client is disabled, no replies are sent to
BootP requests).

e Client Name: Defines an optional, descriptive name for the client so that you can
easily identify it later.

e Client IP: Defines the IP address (in dotted-decimal notation) that you want to
assign to the device.

e  Subnet: Defines the subnet mask (in dotted-decimal notation) that you want to
assign to the device.

e Gateway: Defines the IP address of the default gateway used on this subnet that
you want to assign to the device.

e  TFTP Server IP: Defines the IP address of the TFTP server for transferring
software and ini files to the device. When creating a new client, this field is
populated with the IP address used by the utility. If a different TFTP server utility
is used, change the IP address to the IP address used by the other utility.

e BootP File: Defines the file name for the software file (.cmp) that is loaded by the
TFTP server to the device. The software file is located in the TFTP utility
directory, specified in Section 3.1.

e Flash Burn check box: Saves the software to the device's non-volatile memory.

e Ini File: Defines the ini file that you want to load to the device. The ini file is
located in the TFTP utility directory, specified in Section 3.1.

e Edit Ini: Defines the ini file for editing.

Version 1.0 15 May 2012
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Figure 3-2: Client Configuration

Client Configuration 1
Cliert MAC Client Name Client IP i
Add New Client |
Delete Selected Client |
Client MAC: 00-50-8f-11-22-33 Active
Client Name: My Device
Client IP: 10 2 2 10
Subnet: 255 . 255 0 0
Gateway: o . 13 i} 1
TFTP Server IP: o . 13 2 18
BootP File: M1000_MSBG_SIP_F6.60A00 ~ [] Fash Bum
CMP Version: 6.60A.004.018 (Linue<)
INI Fie: -
[ #oply ][ Aoplyand Reset |
4 Client Configuration ]\ﬂ' Preferences |

4. Click Apply to save the new client or click Apply Reset to save the changes and send

a reset to the device.

Configuration Note
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3.3  Viewing Monitor Screen

The following table describes the features of the Monitor screen.

Table 3-1: Monitor Screen Features

Icon Name Description

AcBootP replies to the BootP requests from existing

- Reply BootP Requests clients in the database.

[ oroecoopreness  AgBeot? gnores oo reauests rom exstng
- / Clear Monitor Log Deletes and monitors activity of the BootP.
? Filter (red) Filters unknown clients.
' Filter (green) Displays all clients.
ﬂ About Displays the version number of AcBootP.
- Status Bar Displays BootP Status and Filter Status.

Version 1.0 17 May 2012
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Figure 3-3: AcBootP Monitor

a « vYv o
[ oot De = Tme  Son Forw 1 i et Hame
DO-EDBVCAEE-FD 22052012 11360543 CheiMes Foursd
OGEDRI-CAREFD ZM45-12 11060506 ClerthosFourd
OOEDEICAEEFD ZOAAN2 160249 DartNafiurd
0OEDSICAEEFD 2205012 11360092 DhacthiatFonnd

[
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=
i
3 |
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i
]
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When double-clicking on a highlighted line that has a status of “Client Not Found”, the

Client Configuration opens with a screen status of “Add New Client” and adds the client
MAC address.

Figure 3-4: AcBootP Monitor with Add New Client

= Doe = Tme St e B e Clert ame Frogen
DOEDETCAEEFD 22052012 11350811 ClarmhatFaurd
DOEDHICAEEFD 22052012 113908 0F Clarthiotfourd
D0308FC04F-17 22052012 113306 67 OierthiotFeund
|DOEQELCAEEFD 22053012 110004 5 Qarehitfourd
DOEDEICAEEFD 22042012 113908 62 Dierehictfound

I Dsite Seecsed Chort
Cert MAC. 00T 05417 [¥] detren
Chert Marse:
Chert IP
Subrat .m0 .0
Gty W s [ 1
TFIP SeveriP-| 10 . & 5 . 10
BactF Fi: - Flash Bum
P Vermon
i e - [ Emm

[ oo | ponty arct s |

.,'QMM |ij | lMP‘ﬂm Raphy Boctp requanty. Filter status:  Show all clismts

Figure 3-5: AcBootP Monitor with Add New Client and Client Name

e s YT QD
Db = Teme Qs N [P i Chert Name Progen
11884056 Gtz Fourdd

o FaS D0 et bt Fonard
OCS0-8FD8EF-17 22062012 118487 96 Crahict Fourd

Cerg MAC: (050308417 ¥] Aezren
Ot Mo L oh

Chert [P I ]

Sibret = .3 .0, 0

[ 1] £l B 1

TFPSevertP.| 80 . & . 5 . 10

EoolF Fle- MP11_5IP_FERMADNO0SD » [T Rash Bum
CHP Vemon: 6 B0A000100% Pace)

b *| |cBRita)
——
‘,'QMM |'P\'!‘Um | .ﬂnde Reply Boctp requanty. Filter statuss Shorw all cherts
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3.4  Deleting Selected Client

You can delete a selected client from the Client Configuration.

> To delete a selected client:

1. Select the client to be deleted from the Client Configuration.
2. Click Delete Selected Client; the client is deleted from the client list.

Figure 3-6: Deleting Selected Client

a5y

! dNewGeen.
O— @ e
Cherd MAC 0050 02417 (W] Betrom
(= 0t 112
e 1P H L) 5 13
Sbret F ] o ]
Cintererary L] ] o 1

TFTP Server IP ] ] 5 L

BoolF Fle: MPTTI_SIP_FEEQAD00 0050 = Flagh Bum
CHP Veman: 6 B0AD00 008 Paca)

e - [Ewm ]

(e ] [ ow an o |

‘,'Q:hrltc:n!g.llm i‘ Freferenoe | BootP stabuic  Reply Bootp requenty Filter status: Filler unknown clients
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4

Resetting Device to Initiate BootP/TFTP

Once you have defined your AcBootP preferences and the client in the utility, you can then
initiate the BootP/TFTP process, as described in the procedure below.

Notes:

o If an ini file is not specified in the BootP process, the device's current
configuration (except for the networking parameters specified in BootP)
is retained.

e  To restore the configuration to factory defaults, load an empty ini file to
the device.

Chert IP:
Subnet
Gatewsy

INI Fe

Chert MAC
Chent Name

TFTP Server IP: | 10 ] 5 10
BootP Fle

CMP Version

MP118_SIP_F§ B0A 0000050 ~ Rash Bum
6.60A.000 005 (Psos)
- Edt INI
Aoy
Chent Configuration | Freferenc BootP status: Reply Bootp requests Filter status: Filter unknown chents

To reset the device to initiate the BootP/TFTP process:
Reset the device by doing one of the following:
e Press the hardware reset pinhole button located on the device and then release.

e Disconnect and then reconnect power to the device.

The BootP server waits for a BootP request from a client that has the specified MAC
address. Upon a request, the BootP then assigns the device the specified IP address
and then uploads the files to the device.

The Monitor window of the AcBootP utility logs all BootP requests and replies, and
TFTP transactions, displaying the progress of the AcBootP process, as follows:

e  The first indication is that the device (client) with this MAC address was located.
When double-clicking on the highlighted line that has a status of “Client Found”,
the Client Configuration displays the client as the selected one.

e  The second indication shows the progress of uploading files to the device. When
the Progress field displays "100%", the BootP has completed successfully.

Figure 4-1: Monitor Displaying AcBootP Progress

108513 m # Yy o

[ Date & Tme Sts  New P\ Fie Gent Name Progress
108513 22052012 11474587 Loadng D\ Thp Dvectony\MP 1%
00-90-6F-084F-17 22052012 11:47:40.74 ChartFound 108513 i)
Add New Chent
o Device AcBootP
Found Process
00-9091-08-4-17 ) Actve
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Figure 4-2: Process Complete — Apply

B o |

108513

a ¢ h
| Glent Date  ~ Tme  Sats  NewlP\Fie
108513 22052012 15:00:54.72 Finshed  D:\ThtpDwectony\MP.

|00-90-6F-064F-17 22052012 15005189 ClertFound 108513

Delete Selected Clert. e

Finish

Chert MAC:  00-50-4-08-4-17 | Active Sta tus

Chert Name: ~ MP118

Chert IP: 0 . 8 5 . 13

Suboat: % %5 . 0 . 0

Gateway: 10 8 o 1

TFTP Server P-| 10 . B 5 . W

BoctP Fie; MP118_SIP_F5 60A 0000050 w ] Flash Bum

CMP Version: 6,604 000.005 (Psos)

INI Fe: - [Eam |

| Apply || Aoply and Reset

d_-gcwncmmaw- [iax Preferences |

BootP status: Reply Bootp requests Filter status:  Filter unknown clients

Chert Name

MP11E

AcBootP Process
100% Complete

3.

send a reset to the device.

Click Apply to save the changes or click Apply And Reset to save the changes and

Configuration Note
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